Cisco Secure Remote Worker Solution

Category: Modern Workplace & M365 | Vendor: Cisco

Duration: 8.00 hours (1 days) 6.5 CPD Hours Rating: ¥ 4.6 (5,878 reviews)

Course Information

Delivery Format: Instructor Led - Online

Course Overview

Users have left the building, and it's up to the security team to make sure they are protected on any
device, wherever and whenever they choose to work. Remote workers need secure access to their
applications and critical resources, whether they reside in the public cloud or on-premises behind

perimeter security.

A full-day course to give Cisco partner pre-sales teams a technical overview of the Cisco Remote

Worker solution, to include Cisco AnyConnect, Cisco Umbrella, and Cisco Duo.

This interactive session has been optimized for virtual delivery.

This course is for Cisco Partners only.

About This Course



Users have left the building, and it's up to the security team to make sure they are protected on any
device, wherever and whenever they choose to work. Remote workers need secure access to their
applications and critical resources, whether they reside in the public cloud or on-premises behind

perimeter security.

A full-day course to give Cisco partner pre-sales teams a technical overview of the Cisco Remote
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This interactive session has been optimized for virtual delivery.

This course is for Cisco Partners only.

Who Should Attend

Cisco Partner Pre-Sales Engineers, Solution Architects and other technical individuals who are looking

to plan, design, and implement Cisco Secure Remote Worker solution.



Learning Outcomes

Upon successful completion of this course, participants will be able to:

- Understanding the key drivers for Cisco Remote Worker solution

- Implementing a zero-trust security architecture

- A technical overview of: Cisco AnyConnect for ASA/FTD, Cisco Umbrella, Cisco Duo

- Perform a dCloud demonstration of key aspects of the Cisco Remote Worker solution.

- Consider the Best Practices, Business Use-Cases, and available Technical Support Resources.

Detailed Course Outline

Understanding the key drivers for Cisco Remote Worker solution

- Remote worker security considerations

- Supporting business continuity during the pandemic
- Customer pain points and challenges

- Competitive positioning

The Cisco Remote Worker Solution overview

Cisco AnyConnect

- Platform Selection Guidelines
- Licensing the platform

- Protocol selection

- Resiliency & Scaling

- Monitoring device health

- Best practices for utilizing existing hardware



- AnyConnect Licensing

Cisco Umbrella

- DNS security

- Secure web gateway (SWG): full web proxy
- Cloud-delivered firewall

- CASB functionality

- Cisco SD-WAN integration

- Tested/integrated Cisco deployment options
- Cisco Umbrella Demo on Cisco dCloud

Cisco Duo

- What's Different in a Zero-Trust Approach
- User & Device Trust

- Meeting Compliance Requirements

- Multi-Factor Authentication (MFA) Options
- Self-Enrollment

- Continuous Inspection

- Enforce Adaptive Policies

- Use Cases

- Cisco Duo for Cloud Applications

- Duo Admin Panel - Demo on Cisco dCloud

Bringing the Cisco Remote Worker solution together

- Best practices

- Integration with AMP for Endpoints



Partner Support Services

- Try AnyConnect, Umbrella, and Duo for free - Current offers & promotions
- Available technical tools and other resources
- Partner Contacts

- Call-To-Action

Skills You Will Learn:

- Understanding the key drivers for Cisco Remote Worker solution<br>- Implementing a zero-trust
security architecture<br>- A technical overview of: Cisco AnyConnect for ASA/FTD, Cisco Umbrella,
Cisco Duo<br>- Perform a dCloud demonstration of key aspects of the Cisco Remote Worker
solution.<br>- Consider the Best Practices, Business Use-Cases, and available Technical Support

Resources.






Frequently Asked Questions

Q: What delivery options are available for Cisco Secure Remote Worker Solution?

We offer multiple delivery formats:
e Live Instructor-Led Classroom Online (Virtual/Live Online)
e Traditional Instructor-Led Classroom Training (ILT)
e On-site delivery at your offices anywhere in United Kingdom

e Private dedicated courses customized for your team

Q: How many CPD hours does this course provide?

The 1-day Cisco Secure Remote Worker Solution course provides up to 6.5 CPD hours of structured

learning. CPD certificates can be provided upon request.

Q: What is the duration of the Cisco Secure Remote Worker Solution training?

The training takes place over 1 day(s), with each day lasting approximately 8.00 hours including

breaks for lunch and refreshments.

Q: Do you provide corporate training for Cisco Secure Remote Worker Solution?

Yes, we provide corporate training, dedicated training, and closed classes for Cisco Secure Remote
Worker Solution. Training can take place anywhere in United Kingdom including London, Manchester,
Birmingham, Edinburgh, or live online allowing teams from across United Kingdom or internationally

to attend.

Q: What related terms do people search for?

Popular related searches include: Cisco Secure Remote Worker Solution, Collaboration, CSRWS



Q: Why choose Nexus Human for Cisco Secure Remote Worker Solution?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

e Small Firms Best Trainer Award

National Training Partner of the Year (Ireland) - Multiple Years

Global Top 30 Instructor Awards (2012, 2019, 2021)

Tech Excellence Award Nominations

Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPALS5 when booking your Cisco Secure Remote Worker Solution training.
Please note that only one discount code can be used per booking and cannot be combined with other

special offers.
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