Certified Data Privacy Solutions Engineer

(CDPSE)

Category: Al, Data & Analytics | Vendor: ISACA

Duration: 24.00 hours (3 days) 19.5 CPD Hours Rating: % 4.6 (5,878 reviews)

Course Information

Delivery Format: Instructor Led - Online
Certification: Certified Data Privacy Solutions Engineer (CDPSE)
Related Exam: CDPSE

Course Overview

The CDPSE certification validates privacy technologists’ ability to implement privacy by design
solutions into new and existing networks, platforms and products, building customer and stakeholder

trust and mitigating risks of honcompliance.

About This Course

The CDPSE certification validates privacy technologists’ ability to implement privacy by design
solutions into new and existing networks, platforms and products, building customer and stakeholder

trust and mitigating risks of noncompliance.

Who Should Attend




IT Professionals who implement first line of defense in data breaches and provide technical privacy
solutions including:

e Lead Software Engineer Data and System Privacy

e Domain Architect (Legal Care Compliance, Privacy)

e Security and Privacy Engineer

e Privacy Solutions Architect

e IT Project Manager

e Privacy Data Scientist

e Privacy Analyst

e Lead Privacy Manager



Detailed Course Outline

Domain 1: Privacy Governance
Governance

Personal Data and Information

Privacy Laws and Standards across Jurisdictions

Privacy Documentation

Legal Purpose, Consent and Legitimate Interest

e Data Subject Rights

Management
e Roles and Responsibilities Related to Data
e Privacy Training and Awareness
e Vendor and Third-party Management

Audit Process

Privacy Incident Management

Risk Management

Risk Management Process

Domain 2: Privacy Architecture
Infrastructure
e Cloud Computing

Remote Access

Endpoints

System Hardening

Secure Development Life Cycle

Applications and Software
e Application and Software Hardening
e APIs and Services

e Tracking Technologies

Technical Privacy Controls



Communication and Transport Protocols

Encryption, Hashing and De-identification

Key Management

Monitoring and Logging

Identity and Access Management

Domain 3: Data Lifecycle

<44>Data Purpose

Data Inventory and Classification

Data Quality

Data Flow and Usage Diagrams

Data Use Limitation

Data Analytics

Data Persistence

e Data Minimization

Data Migration

Data Storage

Data Warehousing

Data Retention and Archiving

Data Destruction

[T] Certification Path
Certified Data Privacy Solutions Engineer (CDPSE)

Exam: CDPSE






Frequently Asked Questions

Q: What delivery options are available for Certified Data Privacy Solutions Engineer
(CDPSE)?
We offer multiple delivery formats:

e Live Instructor-Led Classroom Online (Virtual/Live Online)

e Traditional Instructor-Led Classroom Training (ILT)

¢ On-site delivery at your offices anywhere in United Kingdom

e Private dedicated courses customized for your team

Q: What certification does this course prepare me for?

The Certified Data Privacy Solutions Engineer (CDPSE) course helps prepare you for the Certified Data

Privacy Solutions Engineer (CDPSE) certification path.

Q: Which exam does this course prepare me for?

This course prepares you for the CDPSE official exam. You can take this exam at any exam center
across United Kingdom including London, Manchester, Birmingham, Edinburgh, or live online

wherever you are located.

Q: How many CPD hours does this course provide?

The 3-day Certified Data Privacy Solutions Engineer (CDPSE) course provides up to 19.5 CPD hours of

structured learning. CPD certificates can be provided upon request.

Q: What is the duration of the Certified Data Privacy Solutions Engineer (CDPSE)
training?

The training takes place over 3 day(s), with each day lasting approximately 24.00 hours including

breaks for lunch and refreshments.



Q: Do you provide corporate training for Certified Data Privacy Solutions Engineer

(CDPSE)?

Yes, we provide corporate training, dedicated training, and closed classes for Certified Data Privacy
Solutions Engineer (CDPSE). Training can take place anywhere in United Kingdom including London,
Manchester, Birmingham, Edinburgh, or live online allowing teams from across United Kingdom or

internationally to attend.

Q: Why choose Nexus Human for Certified Data Privacy Solutions Engineer (CDPSE)?

Nexus Human is recognized as one of the leading training providers. Our trainers have won multiple
awards including:

e Small Firms Best Trainer Award

e National Training Partner of the Year (Ireland) - Multiple Years

e Global Top 30 Instructor Awards (2012, 2019, 2021)

e Tech Excellence Award Nominations

e Learning Performance Institute (LPI) External Training Provider Sponsor 2024

Q: Are there any discount codes available?

Yes! Use discount code PENPALS5 when booking your Certified Data Privacy Solutions Engineer
(CDPSE) training. Please note that only one discount code can be used per booking and cannot be

combined with other special offers.
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